PYTHON LANGUAGE COURSE  ·  PROJECT 8 OF 40
Password Strength Checker

Objective
Build a password-strength checker that scores a password against multiple criteria, combining string methods, boolean logic, and function composition.
Prerequisites
1. Completion of Projects 1-7
Concept Overview
	Concept
	Why It Matters Here

	String membership checks
	Using 'in' and character-class checks (.isdigit(), .isupper(), .isalpha()) to test string content.

	Composing multiple boolean conditions
	Building a checklist-style evaluation where several independent checks contribute to one score.

	Function composition
	Breaking one big check into several small, independently testable helper functions.

	Weighted scoring logic
	Assigning different importance to different criteria rather than treating all checks equally.



Tools & Setup
1. Python 3 interpreter
Step-by-Step Instructions
1. Write a function `has_min_length(password, min_len=8)` that returns True/False.
1. Write functions `has_uppercase`, `has_lowercase`, `has_digit`, and `has_special_char` (checking against a defined set of special characters).
1. Write a `check_password_strength(password)` function that runs all checks and returns a score out of 5 (one point per passed check).
1. Map the score to a strength label: Weak (0-2), Moderate (3-4), Strong (5).
1. Add specific feedback messages listing which criteria were NOT met, to help the user improve their password.
1. Test against a range of real-world-style passwords, including edge cases like empty strings and very long passwords.
1. Add a check for common weak passwords (a small hardcoded blocklist like 'password123', '12345678') that automatically caps the score at Weak regardless of other criteria.
1. Build a simple loop that lets a user test multiple passwords in one session.
Assignment
Add a check that flags passwords containing significant portions of the user's own name or username (provided as a separate input) as a security risk, even if other criteria are met, and reflect this in the final strength label.
Extensions (Optional Challenge)
1. Add an estimated 'crack time' feature using a simplified entropy calculation
1. Build a password GENERATOR that creates a strong random password meeting all criteria
1. Add a check against a larger list of commonly breached passwords loaded from a text file
Grading Rubric
	Criterion
	Weight
	What We're Looking For

	Individual Checks
	30%
	Each strength-criteria function works correctly in isolation.

	Scoring Logic
	25%
	The combined scoring system correctly reflects the number of criteria met.

	Feedback Quality
	25%
	Feedback clearly explains which criteria are missing.

	Function Design
	20%
	Logic is broken into clean, reusable helper functions rather than one large block.


